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1. VRRP Glossary and Term 
 

Virtual router - Group of physical routers that act as the default gateway in a network using the Virtual Router 
Redundancy Protocol. 

VIP- Virtual IP Address 

VRRP router - Physical router with VRRP enabled.  

Master router - Physical router within a virtual IP address that is responsible for forwarding data packets and responding 
to ARP queries.  

Backup router - A VRRP router providing a stand-by route for the master router.  

VRRP priority - A number from 1 through 255.  

VRID – The unique identifier of a virtual router. 

 VID - Virtual router instance. 

VRRP- Virtual Router Redundancy Protocol 

ICMP- Internet Control Protocol 

LAN- Local Area Network 
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2. Introduction 
 

Virtual Router Redundancy Protocol (VRRP) is a redundancy protocol that elects one or more routers in a virtual group 

, one acting as Master router with the VIP (IP of the Gateway) and the other one acting as a Backup. In the event of a 

failure, this protocol dynamically assigns the responsibility of an Active router to one of the physical routers on a Local 

Area Network (LAN). 

The synchronization between Master and Backup  routers in a cluster  is done by  sending VRRP periodical keepalive 
messages (advertisements) to the backup router in the virtual IP to inform them about its existence. 

In this application note, we will explain in detail the basic steps required to configure Virtual Router Redundancy 
Protocol  (VRRP) on Acksys Router to maintain the IP connectivity to the End device connected to the Router in cluster. 
 

We will see how to check if the backup Router is doing the failover for the Master Router. 
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3. VRRP Configuration architecture 
 

In this test, we have 2 physical routers connected to a switch within the same subnet sharing  a virtual IP address that 
is responsible for forwarding data packets and responding to IP connectivity queries (ICMP).  

 

 

 

 

 
Before we begin, let's overview the configuration that we are attempting to achieve and the prerequisites that make it 
possible in this application note : 

• 4 AirLink routers or Any type of Acksys  Router 

• 2 Airlink Routers configured in Bridged and  WIFI AP Mode 

• 2 Airlink Router configured in VRRP protocol  and in Router Mode as Client  

• A switch to connected the router in cluster 

• Laptop to configure the routers and connected to the same Switch with router in Cluster and another PC 
for testing purpose 

 
 
 
 

AP Router 1 :  
LAN= 192.168.2.1/24 
Mode: AP1 

 

AP Router 2 :  
LAN: 192.168.2.2/24 
Mode: AP2 
 

SSID :VRRP  

SSID VRRP 2 

PC2 :192.168.3.100/24 
GW :192.168.3.254 

 

PC1 : 192.168.2.100/24 
 

Client Router 3 :  
@Alias LAN= 192.168.3.3/24 
VIP     LAN=192.168.3.254/24 
VIP WLAN=192.168.2.254/24 
No @Alias WLAN 
Priority=250 
Role=Master 
Mode: NAT 

 

Client Router 4 :  
@Alias LAN: 192.168.3.4/24 
VIP      LAN=192.168.3.254/24 
VIP WLAN=192.168.2.254/24 
No @Alias WLAN 
Priority=200 
Role=Backup 
Mode: NAT 

VRRP Group  
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4. ACKSYS Router configuration 
 
Let keeping in mind that all Acksys router implemented VRRP protocol feature and in this application note, 2 routers 

are in bridged mode and configured in AP role and a cluster of 2 others routers configured as clients on which VRRP 

services are applied. 

Configuring Router1 in AP role 
If you have familiarized yourself with the configuration scheme, we can start configuring the router using instructions 

provided. 

Networks AirLink Router 1 Airlink Router 2 

LAN IP Alias: 192.168.2.1/24 LAN IP Alias: 192.168.2.2/24 

Mode: AP SSID:VRRP SSID:VRRP2 

 

Router 1 and Router 2 configuration are similar and only we will described the Router 1 full configuration and for 

further information on how to configure Acksys Router in AP mode, Application note is located here: 

 

Network Configuration 
In this section, we will create modify the default Network according to our network scope in Bridged Mode. 

In the GUI, go to Setup → Physical Interfaces → Edit LAN Interface to create the LAN Network 

 

Click the "Edit" button located to the right and configure the Alias IP address used to configure the LAN Interface. 

• General Setup 

• Network description :WLAN (use your custom name) 

• Protocol: Static 

• IPv4-Address : 192.168.2.1 

• IPv4 Netmask:255.255.255.0 

• Save 

https://www.acksys.fr/en/wp-content/uploads/products/APPNOTE_WaveOS-Wireless-link_APNUS003.pdf
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• Interface Settings 

• Bridge Interfaces: enable 

• Interface: Tick Ethernet Adapter and WiFI Adaptor 

• Click Save 

  

 

After modifying the default  network, we should have the result below: 
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Configuring SSID For Router 1 

By default the WiFI Adaptor is disabled therefore in this application note, we will create an SSID to associate to the WIFI 
adapter to allow end device in client mode to connect on its . 

In the GUI, go to Setup → Physical Interfaces → Click WiFI Adaptor to On 

 

• Click the "Edit" button located to the right and  your SSID configuration  page: 

 

• Role: Access Point 

• ESSID: VRRP 

• Network: WLAN 

• Click on Save 

 

 

• Security: No encryption (only in this note but we invite the partner to set a strong password) 

 

 

NOTE: By default, when VRRP is enabled, the member with the highest priority will always be 

the master of the group. This is the end of this Router 1 step by step and the configuration is 

similar for the 3 others routers except IP addresses. The 3 others routers will not be described 

step by step. 
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Configuring Router 2 in AP Role 
Network Interfaces 

We then repeat the same steps use to configure Router 1, Network, SSID applied to the Router with information in the 

table below: 

Networks Router 2 

LAN IP: 192.168.2.2/24 

AP SSID:VRRP2 

 

Configuring Network on Router2: 
After modifying the default network, we should have the result below: 

  

 

Configuring SSID For Router 2 

The SSID configured on Router 2 is different from the one configured on Router 1 and all the other settings are similar: 

 

• Role: Access Point 

• ESSID: VRRP2 

• Network: WLAN 

• Click on Save 
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• Security: No encryption (only in this note but we invite the partner to set a strong password) 

 

 

Configuring Router 3 in Master State and in Client Role 
 

If you have familiarized yourself with the configuration scheme, we can start configuring the router using instructions 

provided. 

Networks AirLink Router 3 

LAN IP Alias: 192.168.3.3/24 

No WLAN IP Alias:  

Virtual IP Addresses LAN VIP:192.168.3.254/24 

WLAN VIP:192.168.2.254/24 

Mode: client SSID:VRRP 

 

Network Configuration 
In WaveOs, to configure VRPPP IP alias must be defined as protocol on the interface and in this section, we will create 

2 Network, LAN and WLAN. 

In the GUI, go to Setup → Physical Interfaces → Edit LAN Interface to create the LAN Network 

 

Click the "Edit" button located to the right and configure the Alias IP address used to configure the LAN Interface. 

• General Setup 

• Network description :LAN (use your custom name) 

• Protocol: VRRP 

• IP Aliases 

• Add the Alias Id:1 (you can use your custom number Id) 

• Add the Alias IP address : 192.168.3.3 

• IPv4 Netmask:255.255.255.0 

• Save  
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• Interface Settings 

• Bridge Interfaces: enable 

• Interface: Tick Ethernet Adapter  

• Untick WIFI adapter 

• Click Save 

 

Same Steps to create the second Network WLAN mapping the WIFI Adapter. 

• General Setup 

• Network description :WLAN (use your custom name) 

• Protocol: VRRP 

• Save  
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• Interface Settings 

• Bridge Interfaces: enable 

• Tick WIFI adapter 

• Click Save 

 

After creating the 2 networks, we should have the result below: 
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Configuring SSID For  MASTER Router 3 

By default the WiFI Adaptor is disabled therefore in this application note, we will create a SSID to associate to the WIFI adapter. 

In the GUI, go to Setup → Physical Interfaces → Click WiFI Adaptor to On 

 

• Click the "Edit" button located to the right and  your SSID configuration  page: 

 

• Role: Client 

• ESSID: VRRP 

• Network: WLAN 

• Click on Save 

 

 

• Security: No encryption (only in this note but we invite the partner to set a strong password) 
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Configuring Network Zones on Router 3 
Let create 2 Networks Zones mapping LAN and WLAN on which IP masquerading is enabled to allow traffic between LAN and 

WLAN. 

In the GUI, go to Setup → Routing/Firewall →Network Zones Click on the button Add to create the first Network Zone 

to be redirected on the configuration page. 

 

• General Settings 

• Name: WLAN (use your custom name) 

• Enable IP Masquerading: on 

• Covered networks: WLAN 

• Save  

 

 

Same configuration as described previously for the Network zone. 

• General Settings 

• Name: LAN (use your custom name) 

• Enable IP Masquerading: off 

• Covered networks: LAN 

• Inter-Zone Forwarding  

• Allow forwarding to destination zones : Tick for WLAN  

• Save  
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After creating the 2 networks Zones, we should have the result below: 

 

 

Configuring Connection Tracking  

We are in Router mode and the NAT is configured, the connection tracking service is used to synchronize connection TCP 
connections between the Master and Backup. 

In the GUI, go to Setup → Services → Conn. Tracking→ Basic 

• Enable connection tracking: Tick 

• Network for messages exchange: LAN 

• Log to system log: Tick 
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Configuring VRRP Service 
In the GUI, go to Setup → Services → VRRP. We will add 2 VRRP Instances (100 and 200) in this configuration. 

• Multicast Group:224.0.0.18 (help IPV4 multicast group used for VRRP advertisement) 

• VRRP Instance Configuration 

• Enter the VRID (Virtual Router ID):100 (your custom ID but between 1 and 255) then click Add 

to be redirected to the Next page 

 

• Virtual Router ID=100 

• Check Enable to use this entry 

• Virtual IPv4 Address:192.168.3.254 

• Netmask: 255.255.255.0 

We created the second instance as described above with the Virtual Router Id 200.  

 

• Save  

• Configuring the Synchronized Subnet Groups  

• Enter a nickname for the new group: acksys_vrp (allowed characters are 0-9, a-z, A-Z, 

underscore) to be redirected to the Next page 

• Enable: check the button 

• Initial state: Master 

• Advertisements period:1000 (by default) 

• Priority:250  

• Virtual router IDs:100,200 

• Support connection Tracking: enable 

• Check allow multicast routing only when this group is in Master state 

• Save and Apply 
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NOTE: By default, when VRRP is enabled, the member with the highest priority will always be 

the master of the group. This is the end of this Router 1 step by step and the configuration is 

similar for the 3 others routers except IP addresses. The 3 others routers will not be described 

step by step. 

 

Configuring Router 4 in Backup state and in Client Role 
Network Interfaces 

We then repeat the same steps use to configure Router 1, Network, Network Zone, SSID applied to the Router 1 in 

Master Role for the BACKUP router 2 with information in the table below: 

Networks Router 2: BACKUP 

LAN IP Alias: 192.168.3.4/24 

No WLAN IP Alias: 

Virtual IP Address LAN VIP: 192.168.3.254/24 

WLAN VIP:192.168.2.254/24 

Client SSID:VRRP2 

 

 

Configuring Network on Router4: 
After creating the 2 networks, we should have the result below: 
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Configuring SSID For Router 4 

The SSID configured on Router 4 is different from the one configured on Router 3 and all the other settings are similar: 

 

• Role: Client 

• ESSID: VRRP2 

• Network: WLAN 

• Click on Save 

 

 

• Security: No encryption (only in this note but we invite the partner to set a strong password) 

 

 

Configuring Network Zone For Router 4 
After creating the 2 networks Zones, we should have the result below: 
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Configuring Connection Tracking  
 

In the GUI, go to Setup → Services → Conn. Tracking→ Basic 

 

 

Configuring VRRP Service on Router 4 in Backup Role 
Same configuration for Router 1 except some differents in the configuration such its Backup Role. 

 
 

We created the second instance as described above with the Virtual Router Id 200. 

 

 

• Configuring the Synchronized Subnet Groups  
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5. STATUS 
To check the VRRP state, let connecting In the GUI, go to Status → Services → VRRP to identify the state of the MASTER 

and BACKUP router.  

On the screenshot below, Router3 configured with High priority is MASTER where Router 4 with lower priority is Backup 

when the both router are powered on. 

ROUTER3: Master State  

 

 

ROUTER4: Backup State  

 
 

WIFI Client connection Status on MASTER 

As seen on the below screen shot, the both router in cluster in Client mode are connected to the both SSID (VRRP and 

VRRP2) but traffics are forwarded through the Master Router with the Virtual IP Address. 

 

WIFI Connection Status on BACKUP 
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6. TESTING 
 
If you've followed all the steps presented above, your configuration should be finished. But as with any other 

configuration, it is always wise to test the setup in order to make sure that it works properly.  

Test Scenario 1 
 
For this basic test, let power off or disconnect the Network cable on the Router 3 which is in MASTER state therefore 

we could verify if the BACKUP Router 4 become MASTER. 

 

 

As expected, the BACKUP (192.168.3.4) become MASTER as shown the above screenshot confirming the VRRP protocol 

functions properly works in case of failover. 

 

Test  Scenario 2 
The purpose of this second test is to check if a continuous ping from PC2 to PC1 connectivity is maintained  when we 

power off the MASTER.  

                                        

                          PC1 Network IP Parameter                                                        PC2 Network IP Parameter                                                    
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RESULT: ICMP Test PC2 -→PC1 

When power off the MASTER router 192.168.2.3 in Client Mode and the Backup router become Master 192.168.3.4 and 

PC2 continue to ping PC1 with 5% loss of parket.  

 

As result even if a physical router fails, VRRP helps to ensure that another physical router takes over the distribution 

tasks as part of the virtual router. 

Support : https://support.acksys.fr 

When The Master is Power 
Off 

ICMP STAT When The 
Master is Power Off 

https://support.acksys.fr/

