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1. DESCRIPTION

WaveManager is a software for Windows and Linux designed to manage and control an entire equipment fleet of
ACKSYS Wi-Fi and LTE products running WaveOS firmware version 3.12.0.1 or higher.

The application is based on a Client/Server architecture:
e Asingle server for the entire Wi-Fi network

e All clients share the same data

258 e

Enterprise

~ Remote Network e Network ))) ((( l:.

cellular
network

(Y
@ .-

Mobile Client

@

ﬂ I

Router/VPN

| | WaveManager

A Server
d -

WaveManager WEé Client

WaveManager offers the following functionalities:

v' Automatic product detection
All the products detected are registered in a local database. A validation procedure (manual or automatic)
records them permanently, memorizing their configuration checksum.

v" Regular monitoring of registered product accessibility
WaveManager will identify the products that no longer respond.

v" Regular monitoring of registered product configuration
WaveManager will identify products whose configuration has changed since they were last validated.

v' Assistance with product update

IPV4 address

RADIO channel

SSID

Web Server HTTPS certificate

Firmware update

Telemetry settings

Support the whole Acksys MIB (since version 3.12.0.1)

R R A X
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v’ Effective maintenance

- Possibility to record a configuration, restore a previous configuration or to set up a new one for each
product
Possibility to assign a reference configuration file to one or several products in the same series
Firmware update for one or several products in delayed or real time
Export of product logs and product inventory;
Product group management to ease monitoring and tracking;
Real-time status indication of products in the dashboard and in the product list (e.g. IP conflict,
unreachable...).

R R

v"Analysis of the Wi-Fi signals of each client associated with an access point.
- Ability to monitor association details about each client in real time

v" Analysis of the RSSI signal from an associated client.
— Ability to generate the live trace graph

v"Analysis of the Roaming data from a client in roaming mode.
— Ability to generate the roaming graph immediately

v' Analysis of the network coverage
—  Ability to scan Wi-Fi environment around the desired product

specific IP range. (See Distant discovery).

A Warning: products located outside the local network will be detected only if the user searches on a

ACKSY'S Wi-Fi products not running under WaveOS may be recognized by WaveManager but
will not benefit from all the software’s features.
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2. WINDOWS INSTALLATION

WaveManager is compatible with Windows 10 and higher. You will need an internet connection for installation.

WaveManager installation package is available for download from Acksys Website:
Support/download-center/softwares-and-drivers-downloads/Administration tools & utilities

— Run the installation program in a directory

— Follow the instructions of the installer. Unless there is a particular need, use the default configurations offered
for the application and SQL server 2019

— It may be necessary to reboot the PC during the installation, or to finalize it

— After rebooting the PC, the WMS3 Service Control dialog box should be opened

W3 Service Control n

Service

Status : Stopped

Hitp Https
Enable

Server

Listen [P |Inca|h05t

Listen Port 5000 =

— Otherwise, you can launch the service from the Acksys folder in the Windows start menu: click WaveManager
Service Controller

A Weather

pa~al
A" Access

- Acksys ﬂ

Mi ft St
N? WaveManager Service Controller 3.4... i

. Play and explore
0 Alarms & Clock

C

ga" Calculator
L 1]

£ [fype here to search

— You can now start the service by clicking Start


https://www.acksys.fr/en/support/download-center/softwares-and-drivers-downloads/
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3. LINUX INSTALLATION

Prerequisites:

e A PC with Ubuntu 20.4 or higher, with internet access during the first install

o 4GBRAM
o 100 GB (or more) hard drive
o 100 Mbps (or more) ethernet interface

Installation steps
Download the linux WaveManager packet from Acksys WEB site.

We will use dpkg installer tool to install WaveManager

1 fch@Fch-VirtualBox: ~/devfwavemanager-v3/Acksys.WaveManager

8 $ sudo dpkg -1 acksys-wavemanager_3.4.0.1_amd64.deb
(Lecture de la base de données... 205964 fichiers et répertoires déja installés.)

Préparation du dépaquetage de acksys-wavemanager_3.4.0.1_amd64.deb ...

Removed fetc/systemd/system/multi-user.target.wants/acksys-wavemanager.service.

Dépaquetage de acksys-wavemanager (3.4.0.1) sur (3.4.0.1) ...

Paramétrage acksys-wavemanager (3.4.0.1) ...

Enter the Sql Server SA Password : this will be used to connect to the Sql Server for all applications
Password: Configuring SQL Server...

Vous trouverez les termes du contrat de licence de ce produit dans

Jusr/share/doc/mssql-server ou vous pouvez les télécharger a partir de :
https://go.microsoft.com/fwlink/?LinkId=2104294&clcid=0x40c

Vous pouvez consulter la déclaration de confidentialité a 1'adresse :
https://go.microsoft.com/fwlink/?LinkId=853010&clcid=0x408¢

Configuration de SQL Server...

ForceFlush is enabled for this instance.

ForceFlush feature is enabled for log durability.

Le programme d'installation s'est correctement effectué. SQL Server démarre.
Configuring UFW to allow traffic on port 1433...

omission de 1'ajout de la régle existante

Omission de 1'ajout de la régle existante (v6)

Pare-feu inactif (rechargement ignoré)

Restarting SQL Serwver...

WaveManager Database Creation : This Operation Will Take A Few Seconds.
Creating WaveManager database. (Unix operating system)

Created symlink fetc/systemd/system/multi-user.target.wants/acksys-wavemanager.service —* fetc/systemd/system/acksys-wavemanager.service.

S |

The password to mysql server will be requested during installation.

If SQL Server is not installed beforehand on the PC, WaveManager installation is stopped, and SQL Server
installation is requested.

To install SQL Server on Ubuntu, execute the following command:

apt-get update
apt-get -y upgrade
wget -q0- https://packages.microsoft.com/keys/microsoft.asc | sudo apt-key add -

add-apt-repository "$(wget -q0 -https://packages.microsoft.com/config/ubuntu/20.04/mssql-server-2019.1ist)"

apt update

apt install mssql-server



https://packages.microsoft.com/config/ubuntu/20.04/mssql-server-2019.list

ACKSYS

COMMUNICATIONS & SYSTEMS

WaveManager 3.6.0.1 is installed in a specific repository:

=1 Fch@Fch-VirtualBox: ~fdev/wavemanager-v3/Acksys.WaveManager Q =

$ 11 /Jopt/acksys/
total 16
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

root 4096 avril
root 4096 avril
root 4096 avril
root 4096 avril

4
5
5
2

S 11 /Jopt/acksys/bin/
total 127096
drwxr-xr-x
drwxr-xr-x
-FW-r--r--
-FWXI=Xr =X
-FW-r--r--
-FW-r--r--
-FW-r--r--
-fW-r--r--

root 4096 3 !
root 4096 3 /
root 475980 3 Acksys.WaveManager.Client. pdb
root 128024350 = &
root 285592 3 Acksys.WaveManager.Server.pdb
root 48388 3 Acksys.WaveManager.Shared. pdb
root 110 3 appsettings.Development. json
root 1097 3 appsettings.json

root 1097 3 appsettings mssql.json

root 108 3 appsettings.Production. json
root 4096 3 /

root 1195200 3 libe sqglite3.so

root 178 3 libman. json

root 4096 3 /

root 65856 3 snmpSharpNetStandard. pdb

root 4096

e e R N T S S

[y

-TW-r--r--
drwxr-xr-x
-TW-r--r--
-TW-r--r--
drwxr-xr-x
-TW-r--r--
drwxr-xr-x

@ R W R

$ 11 Jopt/acksys/etc/
total 16

drwxr-xr-x root 4096 avril 7 /

drwxr-xr-x root 4096 avril 7 /

-TW-r--r-- root 314 mars 3 acksys-wavemanager.service
-TWXM-Xr-X root 2079 mars

=

WaveManager Service

A WaveManager service acksys-wavemanager.service is added and launched after installation.

The service status can be checked using the following command:

1 fch@Fch-VirtualBox: ~/dev/wavemanager-v3/Acksys.Wave Manager

H $ sudo systemctl status acksys-wavemanager.service
[sudo] Mot de passe de fch :
acksys-wavemanager.service - Acksys WaveManager server.

Loaded: loaded (/etc/systemd/system/acksys-wavemanager.service; enabled; vendor preset: enabled)

Active: since Wed 2022-084-27 16:15:26 CEST; 21min ago
Main PID: 154882 (Acksys.WaveMana)

Tasks: 30 (limit: 3421)

Memory: 118.9M

CGroup: fsystem.slice/acksys-wavemanager.service

L154882 Jopt/acksys/bin/Acksys.WaveManager.Server

:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-VirtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-VirtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.
:36:58 fch-virtualBox acksys-wavemanager.service[154882]: Request reached maximum retries.

. |
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The service can be stopped using this command:

Fch@Ffch-VirtualBox: ~/dev/wavemanager-v3/Acksys.WaveManager

Q

S sudo systemctl stop acksys-wavemanager.service
$ sudo systemctl status acksys-wavemanager.service

@ acksys-wavemanager.service - Acksys WaveManager server.

loaded (/etc/systemd/system/acksys-wavemanager.service; enabled; vendor preset: enabled)
inactive (dead) since Wed 2022-04-27 16:37:59 CEST; 3s ago

154882 ExecStart=/opt/acksys/bin/Acksys.WaveManager.Server (code=exited, status=8/SUCCESS)

Loaded:
Active:
Process:
Main PID:

avril
avril
avril
avril
avril
avril
avril
avril
avril
avril

154882 (code=exited, status=0/SUCCESS)

fch-virtualBox
fch-virtualBox
fch-VirtualBox
fch-VirtualBox
fch-virtualBox
fch-virtualBox
fch-VirtualBox
fch-VirtualBox
fch-virtualBox
fch-virtualBox

acksys-wavemanager.service[154882]:
acksys-wavemanager.service[154882]:
acksys-wavemanager.service[154882]:
acksys-wavemanager.service[154882]:
acksys-wavemanager.service[154882]:
acksys-wavemanager.service[154882]:
systemd[1]: Stopping Acksys WaveManager server..

retries.
retries.
retries.
retries.
retries.
retries.

maximum
maximum
maximum
maximum
maximum
maximum

reached
reached
reached
reached
reached
reached

LEH
LEHS
has
has
LEH
has

Request
Request
Request
Request
Request
Request

acksys-wavemanager.service[154882]: Microsoft.Hosting.Lifetime[®] Application shutting
systemd[1]: acksys-wavemanager.service: Succeeded.
systemd[1]: Stopped Acksys WaveManager server..

fch@fch-VirtualBox: ~/devf/wavemanager-v3/Acksys.WaveManager

Q

S sudo systemctl start acksys-wavemanager.service
S sudo systemctl status acksys-wavemanager.service

acksys-wavemanager.service - Acksys WaveManager server.

loaded (/etc/systemd/system/acksys-wavemanager.service; enabled; vendor preset: enabled)
since Wed 2022-04-27 16:38:36 CEST; 9s ago

155652 (Acksys.WaveMana)

Loaded:
Active:
Main PID:
Tasks:
Memory:

: [system.slice/acksys-wavemanager.service

avril
avril
avril
avril
avril
avril
avril
avril
avril
avril

20 (1
57.1M

imit: 3421)

155652 Jopt/acksys/bin/Acksys.WaveManager.Server

:38:39
:38:39
:38:39
138:39
138:39
138:39
138:39
:138:39
:38:44
:38:44

fch-virtualBox
fch-virtualBox
fch-virtualBox
fch-VirtualBox
fch-VirtualBox
fch-vVirtualBox
fch-vVirtualBox
fch-virtualBox
fch-virtualBox
fch-virtualBox

lines 1-19/19 (END)

acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager.
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager.

service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:
service[155652]:

fch@fch-VirtualBox: ~/dev/wavemanager-v3/Acksys.WaveManager

$ sudo systemctl restart acksys-wavemanager.service
$ sudo systemctl status acksys-wavemanager.service

acksys-wavemanager.service - Acksys WaveManager server.

Loaded: loaded (/etc/systemd/system/acksys-wavemanager.service; enabled; vendor preset: enabled)
since Wed 2022-84-27 16:39:38 CEST; 4s ago
Main PID: 155748 (Acksys.WaveMana)
17 (limit: 3421)
55.5M
CGroup: /system.slice/acksys-wavemanager.service
155748 Jopt/acksys/bin/Acksys.WaveManager.Server

Active:

Tasks:
Memory:

fch-virtualBox
fch-VirtualBox
fch-vVirtualBox
fch-virtualBox
fch-virtualBox
fch-virtualBox
fch-virtualBox
fch-virtualBox
fch-VirtualBox
fch-VirtualBox

acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager.
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager .
acksys-wavemanager .

service[155748]:
service[155748]:
service[155748]:
service[155748]:
service[155748]:
service[155748]:
service[155748]:
service[155748]:
service[155748]: Acksys.WaveManager.Server.Services.OperationalServices.Sysgd
service[155748]: Microsoft.Hosting.Lifetime[0] Application started. Hostingg
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4. WAVEMANAGER INTERFACE ACCESS

To launch the application, type localhost:5000 in your browser's URL bar. At the first launch, you will have to register
by creating an admin account for users’ management and product management included. Please make sure to write
down the password, since there is no way to get it back if you forget it and this password should meet the security
measure implemented on this product by including the combination of letters, numbers and characters.

Update user data x W32 Service Contral n
Service
Start Sto
B WaveManager
Status : Running
Username Http Hitps
support 2

Enable

Firstname (optional)

isten IP |localhost
Firstname a
isten Port 5000 =

Lastname (optional)

Lastname -
Email (optional)

support@acksys.fr =
Phone number (optional)

Phone number o
Company name (optional)

Acksys

Update user data

The URL can be http or https in case of certificate: http://localhost:5000 or https://@1P:5000

The default port used by WaveManager Server is 5000 and can be changed.

B WaveManager 3 X + [~] - oox
For subsequent launches, you will just need to enter your < C @ locahost5000 o fr (&
email address and password
WaveManager
LoGIN
support@acksys.fr
...... &

DTUSO076 rev AO — May 2023
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4.1. Multi-user

WaveManager 3.6.0.1 has three major users management: the admin user, the editor user and viewer user.

= © A &Al Support i

SETTINGS

NETWORK INTERFACES 5

OPERATIONA

F~  UserName~ ! Q +

PREFERENCES

Select All

LastName  Ph b Email CompanyName Role Lockout  Validity Actions

Support support@acksys fr Acksys Administrator v v z &

ALARMS
kmasala kinkela masala@acksys.fr Acksys Editor v v

NOTIFICATIONS (2

Users

DATABASE ‘ kmviewer Acksys Viewer v v z &

@ Settings

Copyright © Acksys 2023

The users you have added are displayed in this interface for users’ management.

Admin-user

You can only have one admin account, which is created at first launch of the tool. With administration role for
managing other users and product configuration. The admin user name cannot be changed once created. However,
you might update other functionalities and set the account details and advanced config via advanced account
settings. The advanced account settings are only reserved for the admin user to perform the list of actions as
screened below.

Advanced account settings x
Update user data x
Password expiration
m WaVEMaﬂager [ Enable expiration
Expiration every |30 day(s)
Username .
o Password reqmrements
support -

Minimum length

Must contain a lower case ASCII character

Firstname (optional)

Firstname a
= Must contain an upper case ASCIl character
Lastname (optional) IMust contain a non-alphanumeric character
Must contain a digit
Lastname a ¢

Email (optional) Lockout settings

support@acksys.fr = Maximum failed access attempts
Lockout duration minute(s)

Phone number (optional)

Session settings

Phone number o
Company name (optional) Maximum authorization token duration minute(s)
Acksys Maximum session duration minute(s)

Update account setting
Update user data

10
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Editor-user

The Editor user has limited settings with no control on users. The editor role has complete products management
included in Products view. No user's management is assigned to this role except changing its password. At first login,
the editor has to update the password.

Update user data x
WaveManager Update user password x

prername WaveManager

kmasala -
Firstname (optional) Username

Firstname - kmasala a
Lastname (optional) Old password

Lastname - bld password a
Email (optional) New password

Email New password a
Phone number (optional) Confirm new password

Phone number ~ Confirm new password a

[company name

Update user data

Viewer-user

The viewer role is simply as stated, having a simple view on the product, no settings can be changed on products.
However, the viewer user can launch the product to the browser for configuration. At first login, it is mandatory to
update the password.

Update user data X
Update user password x
B WaveManager P P

Usermame WaveManager

kmviewer a

Username
Firstname (optional)
kmviewer a
Firstname a
. old password

Lastname (optional)

Lastname s pld password a8
Email (optional) New password

Email = New password a
Phone number (optional) Confirm new password

Phone number J Confirm new password a
Company name (optional) Update user password

Acksys

DTUSO076 rev A0 — May 2023
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Users’ role

WaveManager provides the following roles per user on the below chart:

Functionnality Role
Viewer Editor Administrator

Global display and product detail X X X
Dashboard display X X X
RSSI and Roaming graphics display X X X
Syslog and product history display X X X
Led Tracking activation and deactivation X X X
Product access test (Ping) X X X
Product validation X X
Remot discovery X X
Wifi-Scan X X
Product configuration management X X
Alarm management X X
Operational configuration update: general X X
interfaces  configuration, data collect,
advanced configuration, colors and printing
configuration, alarm and notifications
configuration
Database configuration: catalog update and X
database reset
Users management X

5. PRODUCT VIEW

After launching WaveManager via your browser and entering the login details, you may click Product view tab to
display products in your network as followed:

QO D localhost:5000 80% *IQ Rechercher U] w5 ] =
= 0 a port i
New Onl New configuration A Warning stat ¥ habl
o 12 4 i &
[)Select All S~  Model~ Q SOperpage ~ 0-29/29 & < > » @
Model Serial Product Id Firmware Version 1P Address Description Roles
[m] 22118036 00001094D180 E2148.AC.1 41851 192.168.1.112 User-definable ‘A0

00001094E32D E2148.AC.1 41691 192.168.1.253 User-definable

n7 00001097BDCA E2148AC1 4.188.1 192.16 User-definable

wa

WaveOS Emergency Upgrade 00001177BABC E2158ACO 4101 192.168.1.123 Wave

ACKSYS product

“?  RailBowDRAO

O 0DO0DODODODODOao
n

¥ =1 railBowDDAO 00001178C20C E2148.AC.2 4.220.1@RC3 192.168.55.27 User-definable

Copyright © Acksys 2023
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Acksys products detected on the different enabled interfaces in Settings are listed in this page, as well as the
registered products. At the first launch, a discovery period is necessary before any detected product can be
displayed. If nothing appears, check if the concerned network interfaces are correctly defined Settings (see 10.
SETTINGS - Interface tab).

On the top of the page, you will find the Inventory status icon bar.

New Online f' New configuration A Warning state a8 Unreachable
& ¥ il
0 12 4 0 13

The number of products of each category is displayed.

n‘ New product: product responding but not registered in the database

ﬂ On line: product responding and registered in the database
‘ New configuration: the unit configuration doesn’t match the configuration registered in the database

Warning state: anomalies have been detected (specified in the product info window)

Unreachable: this unit is registered in the database but not responding (disconnected or rebooting)

Notes on registering products in the database

The recording of a product in the database is carried out when this product is “validated”. In the default WaveManager
configuration, new product validation is automatic (Settings menu, see chapter General tab). In this case you will
never see a device with the New product status.

"Validated" products will always be visible in the list, with a status corresponding to their state, and the signature of
their configuration will be recorded in the database, which makes it possible to detect configuration changes (to
display the New Configuration status).

If you disable automatic validation, WaveManager will not be able to detect configuration changes for newly detected
products until they have been validated. If a New product is no longer detected by WaveManager, it disappears
from the list.

You can validate a New product at any time from the WaveManager interface: please see chapter Product info
menu bar.

When the configuration of a validated product is modified, its status changes to New configuration. You can
manually validate it again to save the new signature in the database.

Please note that validating a product only saves the signature of the configuration and not the complete configuration.
To save the complete configuration in the database, please refer to the chapter Product info menu bar

Below is the list of products. In this list, we find the status icon in the left column. Please note that the color of the
line matches the color of the status icon

O Model Serial Product ID Firmware Version IP Address Description Role
] ﬂ Hg AirBox/14 18131021  0000198D9387 E2148.AC.T 4.16.9.1 10.1.1.20 User-definable 1]
O m Iﬁ‘ Airxroad 20086014 00001C58A5D7 E2148.AC.1 4.16.9.1 10.1.1.28 User-definable  "A'@)
a B 3:-: RailBox/66AY 22009001  00001CE04476 E2148.AC.1 4.16.9.1 10.1.1.140 User-definable

13
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We find also:

The model of the product

The serial number

The product ID

The firmware ID

The version of WaveOS

The IP address of the product

The Description (Device location field of the TOOLS/System page)
The roles

o 0 0O O 0O O O O

Model: The product reference

Serial:  This is the serial number of the unit, also displayed in the Device Info Status page from the product WEB
server. Please note that the serial number may be missing on some older products.

Product ID: The product ID is an identification number that can also be found on the Device Info status page of the
product WEB server, under the name Motherboard ID.

Firmware: The WaveOS identification code (the standard ID is E2148.AC.1).

Version: The version of WaveOS installed on this unit.

IP Address: The IP address of this unit. Please note that if the product is configured as a router, the address that
appears here is the one that is visible from the selected network interface.

Description: This is the Device location caption, defined in the product WEB server

Device location

|Carg0 Bay

@ this will appear in the MIB-2 'sysLocation' CID

Tools/SYSTEM/MIB-2 System Settings

Role: here you will find the different roles programmed on the product, represented by icons, the meaning of which
is as follows

(lAl)

Role ACCESS POINT or ISOLATED ACCESS POINT

Role CLIENT or TRANSPARENT CLIENT

Role MESH

Role AD-HOC (no more implemented in our new products)

14
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There is no icon for Monitor and SRCC modes.

The list can be sorted by any of these criteria, except role: simply click on the column header to update the list sorting
order, or toggle between increasing and descending sorting. You can also sort by clicking on one of the Inventory
status icons.

5.1. The menu toolbar

[ Select All f~  Model~ Q S50perpage ~ 0-29/29 & < > » i

Multi-criteria search

You can search for products according to these criteria: OlSelect All £~ Model Q
Please note that the values researched are case sensitive and Mo Unigueld
must correspond exactly to the wording of the lines displayed. Model

O h Description

For the status and role criteria, the authorized values are

|PAddress
proposed:

O \g SerialNumber
State
Statev | On line v Q o e Role
| Version
New configuration
New
Warning state
Unreachable
[ Select Al &~ Role~ v Q
Client
Model

Access Point

0 g H’ A AdHoc

Mesh

(] \ / p Repeater

Isolating Access Point

0 B\ Awan-mi12/17

Please note that you can also search via the status icon bar from the top of the page: just click on a Status icon to
initiate the search

To remove a search criterion, simply click on the x:

[JSelect All F~ State~ Online v Q State : On line X

DTUSO076 rev AO — May 2023
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Navigation page

Allows to define the number of lines on each page, and to navigate between pages

S50perpage ¥ 0-12/12 « < > »

Multi-product actions

This icon allows you to perform different actions on the selected products

F~  Statev - L
[ﬁ M Change IPv4 Address
Multi-products actions |

0 Model # Change Firmware
Tl q
A’ Change Channel Change actions have the effect of

n \./ AirLink = Change SSID L altering the configuration of the

selected products. These actions are

& Change HTTPS certificate detailed in chapter Change actions

n ‘ﬂ": RailBox,

 Upload Telemetry Settings

. Upload Configuration

alll Client RSSI Graph
@ LED Tracking
@ Ping

v \alidate
E Export
W Delete

client RSSI Graph: display a graph of the evolution of the signal level received by the selected WiFi
clients. This functionality is detailed in chapter RSSI Monitor

() | LED Tracking: triggers or stop the selected products diagnostic LED flash for the selected duration, to
= | facilitate the localization of the products

Led tracking for multiple products x 1 min

Activate/desactivate the Led tracking for the selected product(s) 2 mins

Would you like to ® Activate O Desactivate

5 mins
For [1 min vl »
10 mins
C o

Stop

16
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@ Ping: a click on the Ping icon sends a ping request to the selected units. WaveManager indicates
%71 whether each unit has responded to the Ping with a success or failure message:

SUCCESS ERROR

Product reachable Product unreachable

When an online product doesn't respond to the ping, it's usually because it's not on the same subnet as
the PC.

\Ll Validate: validating a group of products means that these units will be registered in the WaveManager
database. Each validated product will therefore pass from the New status to the On line status, and may
later pass to the Unreachable state, if it's no longer reachable, or to the New configuration state if its
configuration has changed.

'il Delete: Deletes the product from the database, along with all recorded information pertaining to that
product. Please note that, if the product is still accessible, it will be visible again after the next scan cycle,
and if automatic validation is enabled, it will be saved again in the database.

E.,I Export: Export a summary of selected product information in CSV or HTML format

AirLink 0000198C9CTF 16045311 E2148.AC1 4.18.3.1 10.1.1.51 User-definable
AirLink 000019B71D12 18213556 E2148.AC1 4.18.3.1 10.1.1.122 User-definable
RailBox/G6AY 00001CEQ044785 22009001 E2148.AC1 4.16.9.1 10.1.1.253 User-definable

ACKSYS Communications & Systems

Display mode
#f | The Mosaic display icon allows to switch from default list display mode to mosaic display mode

F~  satev v Q SOperpage ¥ 0-6/6 & < > » &

n ..—- ‘.‘;" n
v =

Ol RIS
Model : AirXroad/4P L Model : AirXroad
Firmware : E2148.AC.1 Version : 4.16.11.1 Firmware : E2148.AC.1 Version : 4.16.9.1
IP Address : 192.168.42.120 Serial : IP Address: 10.1.1.28 Serial : 20086014
Description : User-definable Description : User-definable
() ‘A0

Model : RailBox/22A0

Model : AirLink i '

Firmware : E2148.AC.1 Version : 4.14.1.1 Firmware : E2148.AC.1 Version : 4.16.9.1
IP Address: 10.1.1.110 Serial : 18251034 IP Address : 10.1.1.103 Serial :
Description : User-definable Description : STATION 1

®0 =0

DTUSO076 rev A0 — May 2023
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Of course, in this mode there is no sorting option.

You can switch back to list mode by clicking on the list icon

5.2. Productinfo window

Clicking on one of the displayed product lines brings up a detailed product information window on the right:

AirBox/12 »

s/M 22118036

F & 8 K ¥ E & v [ ]
¥ DESCRIPTION

Discovery date 11,/04,2023 1233

Last connection 11,/04,2023 1407

IP Address 1921681112

Mask 2552552550

Gateway 000D

Product Id Q0001 094 0l BD

Firmwane E2148.AC1

Wersion 41851

Latitude

Langitude

Description Uszer-definable
¥ ROLES LIST

N* BSSID 551D Role Seo

1 ||:|| 00008900 4CCA  support  Access Point NO

¥ METWORK INTERFACES

N® Label Mode IP Address Mask Status  MAC
1 lan Static 1921681112 2552052550 Enabled 00002

2  wilan Static 19216822 2553552500 Enabled 002092

* PHYSICAL INTERFACES

N®  Type Label MAC Address Status
1 WIFI WiFi 1 D0HI8-00H02- B30 Enable
2 WIFI WiFi 2 0000800 02-BE21 Dizzble
3 LAM LAM1 O0008-00n02-BE22 Up

4 LAM LANZ 0000800 02-BE23 Danwn

18

The product model name
Serial number

Menu bar

Discovery date of the product

Time of its last appearance

IP address

Net Mask

Gateway

The product ID

The Firmware 1D

The firmware revision

Position latitude (LTE products only)
Position longitude (LTE products only)
Description

List of roles defined on this product

Please note that for a wireless link, the
BSSID is always the MAC address of the
Access Point

List of existing physical interfaces on this
product. Very useful to easily find the MAC
addresses of the physical interfaces of
your product

List of existing logical interfaces on this
product
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When the product is in the Warning state, there is an additional entry at the bottom of the table, which gives details
of the anomalies justifying the Warning state.

v WARNING STATES

- Has incompatible telemetry setting : please check the
telemetry status or the telemetry port.

- Has inactive telemetry session

In the case above, this means that telemetry is not activated on the product, or that the parameters defined in the
SETUP/Statistics page of this unit are not consistent with the settings of WaveManager.

Please note that you can configure WaveManager so that it automatically performs telemetry setup with the
appropriate parameters on all detected products (c.f. chapter Data Collect tab)

Other anomalies can cause the transition to the Warning state, such as:

- IP conflict In most cases, this means that several products have the same IP address (they must all
appear in the Warning state in the Products View). However, this can also reflect an anomaly
in the dialogue by SNMP with the product

WaveManager partially supports WaveOS products with versions prior to the one specified in the
Erreur ! Source du renvoi introuvable..

- It is strongly advised to update your WaveOS products to the last version of the firmware for the
optimal support of whole WaveManager functionalities.

Product info menu bar

F € 9 bk @ B2 @ v

’ Change actions: this icon allows you to perform different actions on the selected products. These
actions are detailed in Change Action

san WEB server: open the product Web server using your default browser, if the unit is reachable with the
N HTTP protocol.

WiFi Scan and Roaming: allows to perform a WiFi scan (Site Survey), or to o
@ displ ing i i & Wi-Fi scan
play the roaming information.
Roaming
Product reference configuration: clicking Download allows to record the
[ ] product configuration file in the database. Clicking Configuration File will & pownload the current reference configuration
upload the configuration file into the product. Please note that this option + add an existing reference configuration

appears only after a download of the configuration from this unit.

& Manage reference configurations

19
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LED Tracking: triggers the product diagnostic LED flash for the selected

duration (1, 2, 5 or 10 minutes) to facilitate the localization of the product. You _
@ can stop flashing at any time by clicking Stop T min
2 mins
5 mins
10 mins
Stop

Ping: a click on the Ping icon sends a ping request to the unit. WaveManager indicates whether the
@ product responded to the Ping with a success or failure message:

SUCCESS ERROR

Product reachable Product unreachable

When an online product doesn't respond to the ping, it's usually because it's not on the same subnet as
the PC.

product will therefore pass from the New status to the On line status, and may later pass to the
Unreachable state, if it is no longer reachable, or to the New configuration state if its configuration has
changed.

v \ Validate: validating a product means that the unit will be registered in the WaveManager database. The

@® WaveManager logs

= \ Logs: The Logs icon gives access to the WaveManager logs and to the System logs. System logs

WaveManager log displays all the operations performed on the product that have been observed by
WaveManager since the unit discovery

AirBox/12

User-definable

WAVEMANAGER LOGS

& Search by keyword date from C Q S0perpage » 0-10/10 & < > »

Date Type Deseription

11/04/2023 Configuration  End of IP Confiit : UniquelD : 00001094D180, IP : 192.168.1.112. Firmware Name : AirBox/12
162017

11/04/2023 Configuration 1P Confiit : UniquelD : 00001094D180. IP : 192.168.1.112. Firmware Name : AirBox/12
16:17:45

11/04/2023 Configuration  Product disconnected : UniquelD : 00001094D1B0. IP : 192.168.1.112, Firmware Name : AirBox/12
16:1012

11/04/2023 Configuration  Configuration Update : UniquelD : 00001094D1B0. IP : 192.168.1.112. Firmware Name : AirBox/12. Oid C Hash New C: Hash:
16:07:39 160e6e0¢a0fc111d926528abbed Seec

11/0472023 Configuration  Configuration Updiate : UniquelD : 00001094D180. IP : 192.168.1.112. Firmware Name : AirBox/1 2. Old Cs Hash : b5 , New C Hash
16:05:36 1294e6c599€507e4{7696b3ef0250eba

11/04/2023 Configuration ~ Configuration Update : UniquelD : 00001094D180. IP : 192.168.1.112. Firmware Name : AirBox/1 2. Oid G Hash : cf012: 141536491, New C Hash :
14:41:37 b51d6c8392e03a0d1356H74581639¢9

11/04/2023 Configuration  Product connected : UniqueiD : 00001094D1B0, IP : 192.168.1.112, Firmware Name : AirBox/12
14:41:37

11/04/2023 Configuration  Product disconnected : UniquelD : 00001094D180, IP : 192.168.1.112. Firmware Name : AirBox/12
14:41:30

11/04/2023 Configuration  New product validation
1433:56

The System logs displays all the system messages sent by a product, or a set of products, when
WaveManager is used as a SYSLOG server.

You can refresh, delete or export the log data by clicking the buttons. You can also filter the logs by
keyword or by custom date time range:

Please refer to chapter Advanced tab for the details of WaveManager setting as log sever

DTUSO076 rev A0 — May 2023
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Delete: Deletes the product from the database, along with all recorded information pertaining to that

| | product. Please note, if the product is still accessible, it will be visible again from the next scan cycle, and
- if automatic validation is enabled, it will be saved again in the database.

6. CHANGE ACTION

This section lists the actions leading to a modification of the product configuration. They can be launched either from
the Product information window, and will act in this case on the product concerned, or from the multi-products
action’s icon of the main Product View window, and will then act on all the selected products

Product information Window
A & 9 §F P B @ v [ ]

# Change Firmware

'\ Change Channel

= Change SSID

& Change HTTPS Certificate

@ Upload Telemetry Settings

Product View window

M Change IPv4 Address

Multi-products actions
U Model

*

=" Rraisox/1120

y 4 le Model ¥ Q

# Change Firmware

YA Change Channel

= Change SSID

& Change HTTPS certificate

@ Upload Telemetry Settings

N/ AirLink

X, Upload Configuration

*

alll Client RSSI Graph

@ LED Tracking
® Ping

v Validate
B+ Export
W Delete

Changing IPV4 address

You just need to enter the desired IP New IP address, New mask, New gateway, and Password if required, then
click Start. As soon as the process begins, the Result column displays In progress...
Then, after successful completion of the process, Success... is displayed.

If several products are selected, the increment parameter gives the value to add to the IP address for each product.

For example, if the address of the first product is 192.168.1.100 and the increment of 10, the address of the second
product will be 192.168.1.110, 192.168.1.120, etc.

21
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Please note that you don’t need to wait for the completion of the process to close the window.

IP Address configuration X

Update the IP address of the selected products

Automatic (by DHCP) [

New IP address 192.168.1.9 New mask 255.255.255.0
Increment 1 2 New gateway 192.168.1.1
Password (Optional) a
Model Product Id Old IP address New IP Address Firmware Description Result
AirLink 0000198D396D 192.168.1.9 4.18.4.1 User-definable

Changing the firmware ##% \

Updates the firmware for the selected products. The latest firmware versions can be downloaded from the Acksys
website (https://www.acksys.fr/len/support/download-center/softwares-and-drivers-downloads/)

Select the product(s) to upgrade, and click Change Firmware

&~ Model~ Q  Model : sirlink X S0perpage ¥ 0-4/4 & < > » EH
a Model Serial Product ID Firmware Version IP Address Description Role
G w Airlink 18004023 0000198D5F38 E2148.AC.1 41691 10.1.1.30 User-definable =0
B w AirLink 17223128 0000198D6ATB E2148.AC.1 3.18.1.1 10.1.1.34 User-definable E.Eﬁn
E \ﬁi-i/ Airlink 18213556 000019B71D12 E2148.AC.1 3.143.1 10.1.1.38 User-definable ‘W
8 \_/ Airlink 000019B78CAG E2148.AC.1 471211 10.1.1.42 User-definable g

upgrade must of course use the same

n Warning: All units selected for the
type of firmware. []Select Al F~  Model~ Q

" Change IPv4 Address Product Id

# Change Firmware

YA Change Channel

DTUSO076 rev A0 — May 2023
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Firmware X

Change the firmware of the selected products

Select a firmware file (.bin) Password
PID40-1D40-ku-E2148.AC.1-v4.16.9.1.bin Browse Password &)
[ Delayed » Update Date 04/08/2022 Update Time 00:00
Model Product ID Description IPV4 Address Firmware Result

AirLink 000019B78CA6 User-definable 10.1.1.42 41211
AirLink 0000198D5F88 User-definable 10.1.1.30 4.16.9.1
AirLink 000019B71D12 User-definable 10.1.1.38 3.14.3.1
AirLink 0000198D6A78B User-definable 10.1.1.34 3.18.1.1

Browse to find the firmware binary file on your disk, enter the Password if required.
The password is defined in the product WEB interface (SETUP/SERVICES/DISCOVER AGENT). Of course, if a password
is defined, it must be common to all the selected products.

Click Start to launch the upgrade.

When the update starts, a warning message is displayed and the status of each line changes to In progress... in
the Result column. All selected units will be updated simultaneously.

Model Product ID Description IPV4 Address Firmware Result
AirLink 000019B78CA6 User-definable 10.1.1.42 4.12.11 In progress...
AirLink 0000198D5F88 User-definable 10.1.1.30 4.16.9.1 In progress...
AirLink 000019B71D12 User-definable 10.1.1.38 3.14.3.1 In progress...
AirLink 0000198D6ATB User-definable 10.1.1.34

WARNING X
Firmware command has been sent ! This operation can take
up to two minutes. DO NOT TURN OFF THE PRODUCTS

BEFORE THE END OF THIS TIME.

If the programming of the new firmware was successful, the message Success... is displayed in the Result column.
Beware of the fact that at this stage, the product is still in the restart phase and is not immediately accessible. Monitor
the DIAG LED to know precisely when the product will be operational. Never turn off the product's power supply
if the DIAG LED is still lit red.

If an anomaly has prevented the programming of a product, an explicit message is displayed. You will be able to
restart the programming of the products concerned after correction of the anomalies indicated.

Please note that since the update procedure can be long, you have the possibility to schedule the update for a later
date:

G Delayed > Update Date 04/08/2022 Update Time 06:30 (© I

In this case, when you click on start, the message Scheduled is displayed in the result column, and the Product
Operation Report icon at the top right indicates that a new element has been added.
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G A @ Al ACKSYS i

You can then close the Firmware Change window; the update will start automatically on the date and time set.

You can cancel this operation or view its status by clicking on the Product Operation Report icon o

Changing the channel “A?|

Please note that changing the channel number is only authorized for products configured on a single channel
number. To change the channel number, you must indicate the current channel number and indicate the desired
channel number.

Replace channel x

Update the channel of the selected products

Old channel 161) = New channel 0
Model Product Id IP Address Firmware Description Result
AirLink 00001B8E6S1F 192.168.1.30 4185.1 User-definable

Be aware that changing the channel number on a WiFi client configured for roaming will have no effect, since the
channels actually used are defined in the roaming configuration.

-
Changing the SSID 0

As for the channel number, you must indicate the current SSID to be able to define a new one. Optionally, you can
also change the security mode and security pre shared key.

Replace SSID x

Update the SSID of the selected products

0ld Ssid support v New Ssid
Modify security key =]
Security key mode NO SECURITY v Security Key (Optional) a
Model Product Id IPV4 Address Firmware Description Result
AirLink 00001B8E6S1F 192.168.1.30 41851 User-definable
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Changing HTTPS Certificate &8

This option allows you to change the HTTPS certificate which authorizes secure access to the WEB server.

certificate must be in PEM format. It is also possible to change the port used.

HTTPS certificate modification

Change the HTTPS certificate for the selected products

Upload a certificate (.pem) Browse Tep port for HTTPS server 443
Disable internal HTTP server

Model Product Id IPV4 Address Firmware Description
AirLink 00001B8EBS1F 192.168.1.30 41851 User-definable

Result

Upload telemetry Settings (ad

The

The Telemetry protocol allows WaveOS to spontaneously send historical data to the WaveManager clients. This
option allows to set the telemetry configuration of each of the selected products in accordance with WaveManager

configuration (see chapter Data Collect tab).

Upload telemetry settings

Send current telemetry settings to selected products

[ Delayed > Update Date 17/05/2023 Update Time  00:00
Model Product Id IPV4 Address Firmware Description
AirLink 00001B8E6STF 192.168.1.30 41851 User-definable

Result

Telemetry settings upload can be performed instantly, or scheduled for a later date

In this case you can follow the progress of the operation in the updated reports by clicking [New |
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Upload telemetry settings

Send current telemetry settings to selected products
G Delayed > UpdateDate 17/05/2023 8

Model Product Id IPV4 Address Firmware Description

AirLink 00001BBEGB1F 192.168.1.30 4.1851

Upload Configuration -?_a|

To upload an existing configuration file located in your computer to your product, you must first of all create a
reference model configuration or the reference model can be created from the existing configuration product (see
8. REFERENCE CONFIGURATION).

Update Time 16:05 @

Result

User-definable A telemetry setting update is already scheduled for this product

You should have them referenced in the reference configurations as in the below example:

Ref. configurations

= WaveManager : Acksys Network Management System

REFERENCE CONFIGURATIONS

F- Productld ¥ | Search by keywords... Q
W Product Id Product Mocel
[m] 00001094C107 AirBox/17
a AirLink

Type

Product Reference Configuration

Modal Reference Configuration

SOperpage ~ 0-2/2 « < > »

Download date

17/05/2023 12:13:09

17/05/2023 12:05:54

© A3 & Al Support i

Description Actions
Cenfiguration File &
Airlink raf modlel v &

You may upload this configuration file to one selected product or on multiple selected products within the same model
in Products view by doing as follow:

= ger : Acksys Network System
New ﬁ On line
o 2
Select All Fv  hodel- @ Stats:Online X
W Change IPud Address —
® Change Firmware
=] [ % change channel AirBox/17 22119048
& Change SSID
L : @ Change HTTPS certificate AirLink 19193943

# Upload Telemetry Settings
& Upload Canfiguration

alll Client RSSI Graph
@ LED Tracking
® Ping

+ Validate
B Ecport
W Delete

New configuration
1

Product ld Firmware
00001034C107 E214BAC1
0001BBEGETF E2148.AC.1

& D
il

© 88 & A Support

a Unreachable
s

SOperpage * 0-2/2 € < > » W
1P Address. Deseription Roles
192.168.15 U finabl ®'@
192.168.1. User-dafinable =0

i
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Upload Reference Configuration

Upload a model reference configuration file for the selected products

Select a model refers

You can click Start to upload the configuration on your product. Please note the IP address recorded in the reference
configuration file will be applied to all selected products. As a result of uploading the configuration file, all these
products will have an IP conflict: it will then be necessary to assign them a unique IP address manually.

After uploading the configuration file, the message Success is displayed in the Result column. If an anomaly has
prevented the uploading the configuration file, an explicit message is displayed. You will be able to restart the
programming of the products concerned after correction of the anomalies indicated.

Upload Reference Configuration

Upload 3 modal reference configuration file for the salacted products

| reference configuration file

Model Product Id

6.1. Graph Monitoring

RSSI Monitor

The RSSI monitor allows the customer to do the analysis of the radio signal behavior in given time and real time (live
RSSI monitoring). This graph displaying the RSSI level is only available on WiFi interface in client mode.

We have two cases are possible:

- The WiFi client is fixed: the purpose is to know if the radio link doesn’t degrade
- The WiFi client is mobile: the purpose is to check if the signal is enough for communication and the client is
connected to the right AP; feature available in roaming.

The customer can set Max threshold and mix threshold value in which RSSI signal level of your product must be
observed. From this graph, we can see how good or bad is the signal performance in your wireless communication.
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AirLink
- User-definable
RssI MONITOR
> 16/05/2023 18:25 m] v | yMmin -100 YMax| 20 * | Threshold Bottom| -75 Threshold Up = -40 dAeiailsD
RoaMa=

Max Threshold Value

dbm

- N\ Min Threshold Value

18:26:00  18:27:00 182800 1829:00 18:3000 183100 183200 183300 183400 183500 183600 1837:00 183800 183900

We can display below the graph details of the AP where this client is associated with:

AirLink
User-definable
RssI MONITOR :
B . . £ AP
» 16/05/2023 18:25 m] ¥ | wmin -100 YMax 0 Threshold Bottom = -73 Threshold Up  -35 e
etails
000019B78CAG (User-definable) PoadMa=
0
40
-20
0 Max Threshold Value

a 50
= 16/05/23 18:33:19

-50

® 00:09:90:02:BAGF: -64 dBm @
. o~
E vy \ r/\’\/\'_\ Fa) meshold Value

18:26:00 18:27-00 18:28:00 1829:00 18:30:00 18:31:00 18:32:00 | 18/05/23 18:33:19 DO 18:35:00 18:36.00 18:37:00 18:38:00 18:39:00

To have RSSI monitoring in given time b 160520231840 B Sminutes v |
To have monitoring in real time press play when time interval is selected W 16/05/2023 18:41 Sminutes v |
The client RSSI monitoring can be launched from the Product view in two ways:

- Select or click on the client role product and click on any gray space in ROLES LIST:
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. oni i w ; Airtink x
e e New configuration paring state -
n 0 3 u 0 o o

B @ EYE S L]
Select Al fv  hiacel - Q s0

' Descawrion

[
£

=
g

(el

Serial Product Id Firmware Version 1P Address

w Roues st

W w5510 S50 hole Securty

1 || 00039002846F sppont Clant NO SECURI

> Merwons iNTERFAEES

> PursicaL INTERFACES

- Select the product and click Client RSSI Graph as for multiple product selection shown in below for multiple
products.

To launch the RSSI Monitor from the multi-products, you can display RSSI graphs of all selected product as in the
screenshot: two products are selected.

RssI MONITOR

> 16/05/2023 18:20 O 15 minutes v |=» YMin 90 YMax -20 Threshold Bottom| 78 + | Threshold Up -40 AP details [
oAl A=
20
@ 000019B78CAB
@ 00001B3E681F
30
40 pay Max Threshold Value
ANV VARV Y A
50
£
H
3

80

E N
Min Threshold Value

-0

-0

1821200 182200 182300 182400 182500 182600  1827:00 182800  1829:00 183000 183100 183200 183300  18:34:00

The below graphs display the AP details for each client:

RssI MONITOR

» 16/05/2023 18:20 o 1S minutes v |2 YMin 90 YMax 20 Threshold Bottom 75 Threshold Up 40 AP details @
000019B78CAG (User-definable) P AN A=
- Max Threshold Value
. 160523 182508
it A\ ®_ ® 00093002BALF. -58 dBm
/\ [ ~ 2 M T A\ 3
/ i \\ [ W/~ \A A \ [\
i o Min Threshold Value
12100 182200 182300 182400 | 180523182508 H2600  18:27:00 182800 182900 183000 183100 183200 183300 183400
00001B8EG81F (Usor-dofinabio) =
2
160523 182508 Max Threshold Value
N— o O i ‘s_ @ 00099002846 46 dBm \ A/ \f TSN -
]
Min Threshold Value
182100 182200 182300 182400 | 160523182500 52500 182700 182800 182900 183000 183100 13200 183300 183400
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To display RSSI monitor for multiple products, in Products view select the clients you want to display graphs and
do Client RSSI Graph as shown below:

New Online Hew configuration Warning state - s
n ’ - 3 n . n 0 “ 0

Select All JF=  osei~ a SOperpage = 033 € < > » M
M Change [Pt Address el Serial Product Id Flrmware Version 1P Address Description Roles
"
a te iy
(] ) iy i 93048 001 BEEE definable 0

W Delete

Association

If you select an Access Point in the Product View window role, and then click on ROLES LIST in Product information
window, you can view the list of clients associated with this Access Point.

N® BSSID SsID Role Secu
1 E 00:09:90:02:88:20 support Access Point MO &
3

ASSOCIATIONS

18882 180330
® omwnRsier zow) o

010 a1 o 16982 183338 e ems b0

List of last connected clients

ssip Product 1d Product Deseription MAC Address BssiD

Signal
suport 00001B8ESBIF User-definable 000250019407 00:03:90:02 Bk -37 dim
suport 00001878CAS User-definable C493000CICES 01099002 846F -68 dam

The MAC address column gives the MAC address of the clients connected to the AP, the BSSID column gives the
MAC address of the Access Point.

Below you can also see when a new client associated to the AP, the number of clients moved from two to three
clients on the graph.
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AirBox/17
User-defnable
ASSOCIATIONS =
P TP05/20230355 B Ghours - |=» YMin © YMax 703
DoaaA=s
i
1w wwrss
[,
wm s o Wi sz seanss w00
List of last connected clients
SSID Product Id Product Description MAC Address BSSID Signal
support 00001BEEGS1F User-definable 00:09:90:01:94:D7 00:09:90:02:8A6F -37 dBm
S
support 000019878CAG User-definable C4:93:00:0C:3C85 00:09:90:02:8A6F -68 dBm
—
support FEDEIFTDGFS 00:09:90:02:8A6F -78 dBm
Copyright © Acksys 2023. Al rights reserved.

To see the clients associated to the AP in this graph, positionne the cursor at any given time to check association.
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WiFi Scan

This feature allows you to scan and display all the access points around an Acksys product: select the product to
examine in the Product View Window, and click on Wi-Fi scan button in the menu bar of Product information

& Q9 h @ E @ v ]

Wi-Fi scan

a Roaming
RailBox/11A0
User-definable
WiF1 ScaN
P A 11.200
Firmware : E2148. AC1- 41697
22 11 networks
24G 5G
UNI-1 UNjI-2 UNjl-2e
| sri00
W_PARIT02
BiE~ WM PARTO1
{ B
70 Bl
| | |
! |
|
90 L
1
|
| |
|" |
- 4 4 5 55 0 72 76 @8 92 0 4 2 116 0 124 140 4
4 13
Ssid BSsid Role Rssi Channel Security Found by
MDY 9C:C9:EB:RO:A9:E1 Infrastructure -a2 136 WPA/WPA2-PSK WiFi 2
WM_PARTO1 04:F0:21:22:9C:16 Infrastructure -65 52 WPA/WPAZ-PSK WiFi 2
hy_ax C441:1E:F5:3B:39 Infrastructure -81 36 WPA/WPAZ2-PSK WiFi 2
WM_PARTO02 04:F0:21:22:90:93 Infrastructure -62 48 WPA/WPAZ2-PSK WiFi 2
ST100 C6:93:00:0C:3C:85 Infrastructure -63 36 NO SECURITY WiFi 2
ST100 C4:93:00:0D:66:6F Infrastructure -56 36 NO SECURITY WiFi 2
ST100 €4:93:00:0C:3C:85 Infrastructure -63 36 WPA/WPAZ2-PSK WiFi 2
INDUS C4:93:00:07:68:34 Infrastructure -68 4 WPA/WPAZ-PSK WiFi 2
ST110 00:09:90:00:F3:A6 Infrastructure -71 108 WPA/WPA2-PSK WiFi 1
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The scan is done on all the radios of the product. Those deactivated are activated in automatic mode during the
scan, and then deactivated again.

If a radio is configured on certain channels in client mode, only the configured channels will be scanned. Otherwise
the product will scan on all channels.

When the radio card is in access point mode, the scan will disconnect associated clients. On DFS channels, CAC
will be re-performed if required. When the radio card is in 802.11s mesh mode, peers seldom appear because their
beacon interval is large per the protocol definition.

The products to scan must be reachable by SNMP.

When the scan is complete, the result is displayed graphically at the top of the screen. You can switch between the
two frequency bands by clicking on the 5G or 2.4G tabs. The channel is displayed on the abscissa and the perceived
signal level on the ordinate.

In the lower part of the screen, there is a list of all the access points that could be detected.
From left to right, the different columns indicate:

o the SSID (name of the broadcast network)

o the BSSID (MAC address of the AP)

o The role (Infrastructure or MESH)

o The RSSI (perceived signal level in dBm)

o The canal

o Security mode

o The index of the radio card that detected the AP
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Roaming Monitor
This feature allows to generate a tracking graph from the roaming log received over a given period.

To display and analyze a roaming graph, select the WiFi Client to examine in the Product View Window and click
on the Roaming button in the menu bar of the Product information.

A & 9 ki e B @ v [ ]
& Wi-Fiscan
B Roaming N
ROAMING MONITOR RailBox/11A0
PR N - User-definable
3 ] S/N 19136014
= el P Add 112
Firmware : ACT-418927
o Last 5 minutes v | -80 -40 =
0 .
104 Filters
-20 4 M 00:09:90:00:F3:A4
-30 7 Maximum signal level
S Ml i [N 00:09:90:00:F3:A5
£ 50 M 00:09:90:00:F3:A6
= -60 H —
SC Minimum signal |evel Best
-g0
-100
-110 -
T T T T T T T T
15:43:30 15:44 15:44:30 15:45 15:45:30 15:46 15:46:30 15:47

You can set the window time span to monitor your roaming, as well as an upper and a lower limit. These limits are
only informative, for ease of reading.

A color is assigned to each AP, whose MAC address is displayed on the right. You can make the different curves
appear or disappear using the checkboxes

You can also highlight the current AP (Data link) and the best candidate AP for roaming (Best)
Note that the graph is not refreshed in real time, you must click on the refresh button to get an update
The roaming data is supplied by Telemetry service or by the log service.

In the case of both services available in the product, WaveManager use Telemetry priority.
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To setup the telemetry service, please see chapter Data Collect tab

To send roaming data by log service, the Proactive Roaming must be enabled in the WiFi Client configuration, and
you must check at least the Log filtered table of AP option in the Roaming log info of the Advanced Roaming

tab

SETUP

PHYSICAL INTERFACES

WIFI1
WIFI 2
LANA1
LAN2

VIRTUAL INTERFACES

BRIDGING

NETWORK

VPN

ROUTING / FIREWALL

WIRELESS SETTINGS : WIFI 1

INTERFACE CONFIGURATION

| General Setup | | Wireless Security | | Advanced Settings | | Roaming | | Advanced Roaming | | Frame filters |
Excessive signal detection threzhold | 0 |

@ n dBm, e.g. '-30. Leave empty or O to disable. Reaming will occur when the current AP signal crosses

and exceeds this value, and there is an acceptable candidate around.

This allows elimination of appreaching AP antennas that will be socon overtaken

Roaming log infa D Display scan process while associated

D Display scan process while un-associated

D Display best bssid selection comparison

D Display roaming parameters

Log filtered table of APs used to select the best AP (imited to line buffer available space)
D Include unfiltered APs in the above table (show all APs seen)

D Dizplay reasons for filtering out APs at INFO level instead of DEBUG

D Dizplay roaming state changes

D Display linear roaming (PLH) details

It is also imperative that the product to be analyzed be on time. If possible, specify the address of an accessible NTP
server @), and failing that, manually enter the current time and date @)

FIRMWARE UPGRADE

PASSWORD SETTINGS

S5YSTEM

NETWORK

SAVE CONFIG [ RESET

LOG SETTINGS

SETUP TOOLS EE=araiiis

SYSTEM

The time configuration option allows you to configure, update, and maintain the correct time on the internal system clock

DEVICE LOCAL SETTINGS

Host name |Acksys |
@ This device's name.

e @) (1072520222130 |
@ format MM/DDS™Y Y'Y hhcmm

Time zone

@) [utc v]

NETWORK TIMER SERVER

Server name

0 |0.eumpe.poo|.ntp.nrg |
@ Accepts a DNS hostname, an IPv4 or an IPvE address

Q (= |

server port
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The System log server must be enabled in WaveManager Advanced settings

The minimum input log levels to receive the roaming data in WaveManager is: Notice

SETTINGS

NETWORK INTERFACES
OPERATIONAL
PREFERENCES
GROUPS/ZONES
DASHBOARDS
SYsLOGS

ALARMS
NOTIFICATIONS
USERS

DATABASE

System Log

Sysiem log server

Server log Port
teep logs for dayls)

Entry log level | Niv.3 - Error v

Niv.0 - Emergency
Niv.1 - Alert

Niv.2 - Critical
Niv.4 - Warning
Niv.5 - Notice
Niv.6 - Info
Niv.7 - Debug

In the configuration of the product to monitor, the minimum log levels to receive the roaming data are:

@) General Setting: Notice

@ Wireless client log settings: Roaming

SETUP TOOLS STATUS

FIRMWARE UPGRADE LOG SETTINGS
PASSWORD SETTINGS
SYSTEM
[ 3L System Log Output Level 0| MNatice v
SAVE CONFIG / RESET
System Log Buffer Size | 500 |
LOG SETTINGS
@ kis
WIRELESS CLIENT LOG SETTINGS {ALL INTERFACES)
Wireless Log Level e[Roaming {System log = Notice) v
@ The corresponding required System Log Output Lewvel is shown in parenthesis.
Furthermore, the roaming level reguires extra configuration in Advanced Roaming parameters.
Please see ANNEXES

Setup the automatic emission & reception of logs, to configure log server.
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7. DASHBOARD

The Dashboard page provide a synthetic overview of products and functions. A well custom dashboard provides an

easy way of monitoring products in your network.

From settings tab you can access Dashboard and create a new customized dashboard based on the below

functionalities:

Create a new dashboard setting x

Create a new dashboard setting

Select a dashboard setting type : [Roles ~

Products state
Select a dashboard chart type :
Clients per AP

Title
Clients per 551D

Percent value 0 Clients per Channel
Clients per Frequency Band

Four different chart type can also be chosen and provide a Title to your dashboard created:

Create a new dashboard setting x

Create a new dashboard setting

Select a dashboard setting type : | Products state -

Select a dashboard chart type : [ Donut
Title

Percentvalue O

Radar

Save

After creating a dashboard, your only can update the chart type and the Title.

The different dashboard types can be viewed via Dashboard tab as below:

DASHBOARDS

& Roles dashboard - 17 roles. 2 @ @ Products State - 18 products 2 @ @ Client per FR dashboard - 12 clients

®cien

Onfos  Newsonfgursion New Warming state  Unveschable

& Client per AP dashboard - 12 clients 2 & @ Client per SSID dashboard - 12 clients S @& Client per channel dashboard - 12 clients

o

@ ParT
@ FarT2
w_pARTOS

J
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Clicking on one of the areas of the chart allows to switch to the Product view, with the selected status or function as
a sorting criterion.

8. REFERENCE CONFIGURATION

Your reference configuration file is the binary file of your product configuration. This file can be generated directly
from the web interface of the reference product (page TOOLS/Save config), or it can be saved on computer and hard
drive.

A reference configuration file is a file listing all the parameters of the reference product (of a given model).

The reference configuration can be configured per products or modes and this will allow you to manage the
configuration files saved in the database.

The reference configuration file should configuration as follows, the Models AirBox/10 is selected in this example.
You should browse your computer to select the .bin file and go saved.

Create new model reference configuration x

In Products View, select the product and click Product reference configuration then Download the current reference
configuration to have Configuration File then select to load it on your product as below:

-!-..‘.,.‘ x o+ oo 2=

e v 0@ :

© &% & Suppom i

@@ 8 tEsE § v | ]

Select All F-  wiooei~ Q  Sate: New configuration X 501 & Download the current reference configurat
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You may also take it upload it from your computer as below:

Create new model reference configuration x

Basenption

Modeis

Select the .bin file and then Save, you will see the reference model for Airlink in the screenshot as reference
configuration.

We can see the applied configuration listed in reference configuration:

onfiguration Cex O@

© 89 & Al support i
REFERENCE CONFIGURATIONS
F~ Productid~ stch by keyw Q SOperpage = 0-2/2 € < > » |+ | Rem

C Select Al Product Id Product Model Type

00001BSESSIF Airtink Product Reference Configuration

AirLink Model Reference Configuration 15/05/2023 16:48:20 New Airlink reference configuration > i

In the list of configurations per product, you will find:

Product ID

This is the product identification number that you find in the Product view page of WaveManager, or in the
Status/Device info page of the product's WEB server.

Download date

The date this configuration file was saved in the database

Description

The summary description given at the time of registration in the database

Actions are:
s A
t’ update user

.+, reset user password

Configurations by product are closely linked to the product from which they come. They can only be uploaded in this
very unit, through the Product View window, in the same way as they were saved. If a product is deleted from the
database, either by an individual deletion, or following a reset of the database, the record of its configuration also
disappears.

DTUSO076 rev A0 — May 2023
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To upload a configuration to one or more products of the same model, it is necessary to create a reference
configuration as shown.

9. REMOTE DISCOVERY

Remote discovery detects remote products manually, it serves to discover products outside the local network and it
requires entering a range of IP addresses to scan from which we need to access. Products to be remotely discovered
should be connected to any local product with a route configured to that IP range.

= © & support i

REMOTE DISCOVERY

Starting IP Ending IP
4 Lazieazs 192.168.2.240 e Nperpoge - 000 & < > *

WaveManager displays all the products found except those already registered in the WaveManager.
The search delay depends on the address range and the network topology.
At the end of the search, the Number of new products counters indicates the number of products discovered in

that address range.

To save the displayed products, select them and click on Save all products. Those products will be registered in
the WaveManager database.

I" If you have several networks and/or IP address ranges to explore, repeat the
operation for each case.
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10. SETTINGS
This menu allows you to configure and customize WaveManager through various tabs below

Interface tab

SETTINGS

Ref. configurations NETWORK INTERFACES

OPERATIONAL
Ints

PREFERENCES

Allows to select which network interfaces of the computer will be used in the automatic detection process. You
must select at least one interface, otherwise no product will be detected.

A Warning: Whenever the network configuration of your PC changes, you must check the selection of
WaveManager interfaces in this section.

Operational tab

SETTINGS

NETWORK INTERFACES

OPERATIONAL

PREFERENCES Geﬂera|
GROUPS/ZONES

DASHBOARDS Products actualization

SYSLOGS New products are discovered every secandls)

Existing products state are refresh every second(s)

New product validation

ALARMS

NOTIFICATIONS

USERS a

DATABASE > Data COHeCt
» SNMP
» Advanced

General tab

Products actualization

The first parameter defines the frequency at which WaveManager analyzes the network for the discovery of new
products. The default value is 15 seconds.

The second parameter defines the frequency at which WaveManager queries the database on the products it
contains, to retrieve their configuration information and update their status (Online, New configuration, etc.)

The third parameter allows to validate the new products automatically. If the Auto option is checked, a new
detected product will be validated automatically to Online status. Its configuration will also be validated at the
same time (the signature of the configuration is recorded in the database).
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Data Collect tab

-Data collect

Collect settings

Enable data collect

Data acquisition every second(s)
Keep data for day(s)

Telemetry
[ Enable telemetry
Telemetry port 8628
Data transfer every 1 acquisition(s)
Enable product telemetry settings

Delayed v Setting time 02:00

Collect Settings

Enable data collect: this option authorizes WaveManager to use the telemetry protocol to obtain information
relating to the connected products. The Telemetry protocol allows WaveOS to spontaneously send historical data
to one or several clients (WaveManager). See Telemetry.

The acquisition frequency must correspond to the Sample interval parameter defined in the Setup/Statistics
page of the products. If the value is different, the status of the product changes to Warning state

The time during which the received values are kept is also indicated here. This is useful in particular to control
the maximum duration of recording of roaming information, or even the signal level values for the trace of the
variations.

Telemetry

Here we define the port used by the telemetry protocol. The default value is 8628, and it must correspond to the
Acksys telemetry server port parameter programmed in the Setup/Statistics page of the product. If the value
is different, the status of the product in WaveManager will change in Warning state

We also specify the periodicity of data transfer relative to the frequency of acquisition: if for example there is a
data acquisition every 5 seconds and we authorize the data transfer every 2 acquisitions, WaveOS will send the
data to WaveManager every 10 seconds. The Output interval parameter defined in the Setup/Statistics page
of the products must be, in this case, set to 10; if the value is different, the status of the product will change to
Warning state

When you check Enable product telemetry settings, WaveManager will be able to send the telemetry
parameters of this page to all online products. this operation can be Delayed, in which case it will be carried out
at the specified time, or Automatic, and in this case carried out at the next refresh of the status of the products
(according to the parameter defined in Products actualization)
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SNMP tab

-SNMP

Version

Community

Timeout
Timeout ms
Retry rumber [0 |

Security
User admin_acksys_user
Security model None v
Authentication MD5 v
Authentication key @
Encryption

Encryption key ®

To give the administrator an overview of the ACKSYS SNMP equipment, WaveManager supports the SNMP
protocol. SNMP makes it easier to manage and detect the deployed products.

Version
Sets the SNMP version used for manual product search and the configuration information collection.

product, and its WaveOS version must match the one specified in

n Warning: The SNMP service must, therefore, be activated in the
WaveManager information tab.

Community
Access settings from SNMP V2.

Time out
Sets the SNMP timeout:

Timeout 2000 ms
Retry number 0

Security
Settings of access and security for SNMP V3 only.
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Advanced tab

-Advanced

Timeout
D\SCOVEI’V“JmEOUt ms

Product Protection

Protect product pending configuration

*With this option enabled, Wavehanager will not attempt
to change the configuration of products that already

have unapplied changes oy external means.

Preferences tab

i Products view S ETTINGS

nfigurations NETWORK INTERFACES

OPERATIONAL

PREFERENCES

-General
GROUPS/ZONES
DASHBOARDS Groups and zones

ctivate groups
SysLoGS Activate gro.
. -Printing
NOTIFICATIONS
USERS Printing parameter

r each page

DATABASE

[acksvs communications & Systems |

ek | |
-Colors

Products in line

New products

Foreground color .

Modified product

Foreground color .

Action required

Unreachable products

Foreground color .

General tab
Groups and zones

Groups and zones cane be activated or deactivated. Enables group management. The Groups/Zones tab only
appears in the menu when this option is checked.

Printing parameters

This section allows to customize the printing of the database report by adding a header, footer and watermark.

Colors

This tab allows customizing the colors of the status of the products displayed in the inventory.
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Use the palette or dropper to select a color. You can also manually enter the RGB (red, blue and green) values of
the desired color

Groups/Zones tab

W 8 &A1 support |

Before using this feature, the Groups and zones must be activated in Preferences tab as explained above.

Groups/zones allows group management, to classify and sort products in groups and zone will gather groups
together. As a result, products are easily findable and referenced in the infrastructure and their display in the product

view.

Group overview and monitoring
Considering two zones named A and B, at the root of the tree structure. Each of these zones may contain an
unlimited number of subzones and groups:

ROOT

ZONE A ZONE B
ZONEAA
ZONE B.B1 ZONE B.B2 G3 G4
60 ZONEAAA
65 6 ZQNE B.BZ.‘B
G1 G2
G7 G8

The product groups (here named GO to G8) are assignable to any level of the tree structure.

A zone may content an unlimited number of subzones and groups while a group can only
W&  contain products.
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Creating new zones and groups

To create a new zone, simply click on the Create a zone icon

Please note that if you don't need any zones, this is optional
SETTINGS

NETWORK INTERFACES
OPERATIONAL

~ .. (Unassigned : 1 /Total : 1)
PREFERENCES

GROUPS/ZONES

9@

Enter the name of the zone, zone description and click Create to confirm;

Add a new zone x

A zone makes it possible to classify and reference groups and zones in an infrastructure.

Zone name :
[ |

Zone description : (optionnal)

After creating all required zones, click the Create a group icon @ to add the required groups:

Create a group]

v .. (Unassigned : 5 /Total : 5)
&5 ASSEMBLED (0)
&5 DETACHED (0)
& DISPATCH (0)
&5 MAINWH (0)

Enter the name of the group, group description and click Create to confirm:

Add a new group x

@ A group allows to classify and reference products in an infrastructure.

Group name :
SMALL \

Group description : (optionnal)

|smal| size devices.‘{ |

Once the group is created, you can add products using “Manage™.

Repeat this operation for all required groups
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v .. (Unassigned : 5 /Total : 5)
& ASSEMBLED (0)
& DETACHED (0)
& DISPATCH (0)
& MAINWH (0)
MEDIUM (0)
OVERSIZE (0)
SMALL (0)

You can, if you wish, define a tree structure by drag and drop: move the sub-zones into the primary zones

v .. (Unassigned: 5 /Total : 5)
&5 ASSEMBLED (0)
&5 DETACHED (0)
&b DISPATCH (0)
&5 MAINWH (0)
MEDIUM (0)
OVERSIZE (0)
SMALL (0)

In the same way, you can, if you wish, move the groups to the appropriate areas. Please note that a group can only
contain products, it cannot contain another group.

v .. (Unassigned : 5 /Total : 5)
v &5 MAINWH (0)

&b ASSEMELED (0)
&b DETACHED (0)

v & DISPATGH $MIALL (0)

MEDIUNM (0)
OVERSIZE (0)
SMALL (0)

You can now populate the groups with the products visible in the products view window: right click on the host group,
then Manage products. Please note that you can also Clean content of this group (delete all products associated),
Rename or Delete the group.
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v .. (Unassigned : 5 /Total : 5)
v &5 MAINWH (0)

-~

@ Manage products

Clean content L

() Rename group Manage products for SMALL x

M Delete Select the products you want to add to the group.

SI\@LL (0) [J0000190224EE RailBox/11A010.1.1.250

E40000198D5F88 AirLink 10.1.1.100
E40000198D6ATB AirLink 10.1.1.102
E4000019B71D12 AirLink 10.1.1.101
(J0O0001B8EGSTF AirLink 10.1.1.125

Check all the products that must belong to this group, then Save

Please note that the products on a white background are already assigned to a group: if you select one of these
products for this new group, it will be automatically detached from the old one.

Products not yet assigned are on a blue background.

Clean, delete or rename a zone or group

Click on the zone or group to pop up the menu of possible actions

@ Clean content @ Manage products

@ Rename zone Clean content

¥ Delete @ Rename group
¥ Delete

o Deleting a zone will move its assigned items to the root.

Deleting a group will move the products it contains into the “Unassigned Products” list.
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Dashboard tab

SETTINGS

NETWORK INTERFACES

OPERATIONAL

Type

PREFERENCES

AP
GROUPS/ZONES

DASHBOARDS

Function

‘ Create | ‘ Remove All

ChartType Title Percent

Pie Clients

Donut AP

In this section you can create or remove all existed dashboard or updated an existing dashboard. This tab displays
the statistics of the product in graphical form.

SETTINGS

NETWORK INTERFACES

OPERATIONAL

Type
PREFERENCES

AP
GROUPS/ZONES

DASHBOARDS

Function

‘ Create ‘

‘ Remove All

ChartType Title Percent Active

@ Update

Clients % Delete

Pie

Donut AP

Please note you can ch

ange the display order of dashboard elements by doing drag and drop. You can do it by click

one element and move the cursor to the desired place, the selected element will be position to the chosen destination
and this order will be saved automatically.

Syslog tab

SETTINGS

NETWORK INTERFACES

OPERATIONAL

PREFERENCES System Log
GROUPS/ZONES System log server
Server log Port |514
DASHBOARDS
Keep logs for day(s)
SYSLOGS —
Entry log level | Niv.3 - Error hd
ALARMS Niv.0 - Emergency
Niv.1 - Alert
NOTIFICATIONS Niv.2 - Critical
USERS Niv.4 - Warning
Niv.5 - Notice
DATABASE Niv.6 - Info
Niv.7 - Debug
System Log

In this section you can:

Set the Server |

Enable the System log server in WaveManager

og Port (default is 514)
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e Set the logs retention period (default is one day)

e Set the input log level (Higher priority logs will be ignored. It avoids congestion of the database in the event
that the logs were set too high on the product side)

Alarm tab

SETTINGS

NETWORK INTERFACES

OPERATIONAL

PREFERENCES Foplied o fvee Value Active @) Update
GROUPS/ZONES All Configuration change ¥ Delste
DASHBOARDS

SYSLOGS

ALARMS

This tab allows you to manage alarms. You can create, update, delete or remove all existing alarms. The list of
existing alarms is displayed here.

Alarm can be set per all product, zone/group or one product

Create a new alarm setting x

Create a new alarm setting

Applied to : |All products

All products
A zone/group
A product

Type :

Save

Alarms are categorized per below actions

Create a new alarm setting x

Create a new alarm setting

Applied to: ‘AII products V‘

Type : | No access point hd

No access point
Not reachable
- High threshold
Low threshold
Roaming
Firmware change

New product
Telemetry down
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Notification tab

SETTINGS

NETWORK INTERFACES

OPERATIONAL

Alarm notifications

PREFERENCES

Enable desktop alarm notifications
GROUPS/ZONES

O Enable receipt of email alarm natifications
DASHBOARDS From usemame@sender.com
SYSLOGS To username@recipient.com
ALARMS Smtp Configuration
NOTIFICATIONS Smitp Server username@sender.com
USsERS Smitp Port 0
DATABASE Connection Test

Use a secure S5L connection

Require authentication
Username  Username

Password @

This feature allows WaveManager to display notifications when certain events defined in the Alarms tab occur (see
chapter Alarms). These notifications are displayed by pop-up messages on the screen and/or sent by email.

I._ To receive email notifications, you will need to configure an SMTP server and an SMTP
port (you can refer to your IT department to fill in the fields).

When an event is triggered, WaveManager generates a notification and saves a report (with date and time) that can
be viewed by the user. The detailed information is shown in a pop-up message window.

NOT REACHABLE X
The product AirLink - 10.1.1.110 is not reachable for more
than 1 min

TELEMETRY DOWN X
Telemetry is down for the product AirLink - 10.1.1.110 for
more than 1 min

CONFIGURATION CHANGE X
The configuration of the product RailBox/11A0 - 10.1.1.120
has changed
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Users tab

SETTINGS

NETWORK INTERFACES 8 Advanced scconntsatinge|
OPERATIONAL

K~ UserName~  Search by keyword Q +
PREFERENCES : e
G s/ZONE O
GROUPS/ZONES SelectAll ;.. /Name FirstName LastName PhoneNumber Email CompanyName Role Lockout  Validity Actions
DASHBOARDS

Support support@acksys.fr Acksys Administrator v v Zz »

SYSLOGS
ALARMS
kmasala Acksys Editor v v
NOTIFICATIONS ; & \ & &
USERS

DATABASE kmviewer Acksys Viewer v v = P

As previously explained, this tab is only accessible when logged in as admin; you might lock or unlocks selected
users, update user, reset user password, create new user and advanced account settings provides more information
about account settings.

To update information of the selected user, we click on the button =

For password reset of the selected user, we click on the button  #

Deleting a user is not possible because the user data are saved for actions done. However, you can lock any selected
user by clicking on the button g

Selected users can be locked or unlocked by clicking on  #~

WaveManager provides shortcut to update connected user’s information:

- © & &Al Support i

&update user data

SETTINGS Pupdate user password

P Logout

NETWORK INTERFACES € Advanced account settings

OPERATIONAL

Basic information for the connected user can be updated by clicking
The connected user password can be updated by clicking #

To logout the connected user, click on &
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Database tab

SETTINGS

NETWORK |INTERFACES
Update product catalog

OPERATIONAL Select a product catalog file (.bin):

PREFERENCES Browse
GROUPS/ZONES

DAsSHBOARDS Resetting

SysLoGs

ALARMS

NOTIFICATIONS
UsERs

DATABASE

Acksys list of products supported by WaveManager 3 grows daily and you can update the new product through
WaveManager without installing a new version of the application.

The recent catalog file will be available on Acksys website to the disposal of the customers when a new product is
supported by WaveManager. You might download this file on your local computer and update the catalog.

The Reset button will reset your complete database after upgrading the new catalog file.

Please note that the catalog file is a Zip file .bin named Catalog.bin; this file contains a Json file with product
catalogue and all photos of Acksys products.

Fat

Mom Modifié le Type Taille
assets 15/04/2022 08:47 Dossier de fichiers
mj Catalog_Acksys.json 04/04/2022 17:30 Fichier JSOM 32 Ko
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11. ALERT HIERARCHY

The alerts can be defined for a product, a group, a zone or to all products. Only the alerts on the highest priority level
will be triggered.

- The hierarchy of alert parameters -

A product A group Azone The whole network

For example, there is a network including 6 Airboxs. 4 alert settings are configured in the network.
Group 1.1 which contains Airbox-1, Airbox-2 and Airbox-3 can trigger the alert setting - C, except Airbox-1
Airbox-1 can only trigger alert setting - D
Airbox-4 can trigger alert setting - B
Airbox-5 and Airbox-6 can trigger alert setting - A

Alert Setting — A (Applicable level: Default Alerts)
A

Alert Setting — B (ipplicable level: Zone 1)
f \
Alert Setting — C (Applicable level: Group 1.1)

Alert Setting — D (Applicable level: Airbox-1)

Airbox-1 Airbox-2 Airbox-3  Airbox-4 Airbox-5 Airbox-6
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12. ANNEXES

SETUP THE AUTOMATIC EMISSION & RECEPTION OF LOGS

— Emission: In the product web interface

g~ N

SETUP TOOLS

FIRMWARE UPGRADE

PASSWORD SETTINGS

LOG SETTINGS

STATUS

SYSTEM GENERAL SETTINGS
NETWORK

SAVE CONFIG | RESET System Log Output Level
LOG SETTINGS System Log Buffer Size

External System Log Server (IPvd)
External System Log Server (IPvG)

External System Log Server Port

|Debug V| o

|1000 |
1@ kis
[192.168.1.170 |

| =0 |

[514 |
@ common to both IP family

FIRMWARE UPGRADE

PASSWORD SETTINGS

SYSTEM

NETWORK

SAVE CONFIG  RESET

LOG SETTINGS

SETUP
SYSTEM

TOOLS STATUS

DEVICE LOCAL SETTINGS

Host name

System time

Time zone

|Acksys |
@ This device's name.

‘Waming: This value can be changed by dhop settings from dhop server

|09/25/2022 10:30 4]

(@) format MMDIDAYYYY hh:mm

[ Europe/Paris v |

Configure the desired log level (Tools> Log settings> General settings)

Configure the computer IP where WaveManager is installed

Check the Syslog Server Port (default port 514 should normally not be changed)

Configure the system time on the product

Save & Apply
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— Reception: In WaveManager
SETTINGS

NETWORK INTERFACES

OPERATIONAL

PREFERENCES System Log
ZONES/GROUPS System log server

Server log Port |514
DASHBOARDS

Keep logs for day(s)
SYsLOGS

Entry log level ‘ Niv.7 - Debug V‘
ALARMS

1. Enable the log server in WaveManager (Settings> Advanced)
Set the logs retention period
3. Setthe input log level (Higher priority logs will be ignored - Avoids congestion of the database in the event

that the logs were set too high on the product side. Ref. Log priority level)

- Log Priority Levels —

//’—’/—\\
W1 Lvl.2 . Lvl.3 Lvl.4 Lvl.5 Lvl.6\ Lvl.7
sEmerg iti Error Warning Notice / Info / Debug
|" The capacity of WaveManager database is 10G.
A Allow WaveManager on the computer firewall (where WaveManager is running).
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13. TELEMETRY

The Telemetry protocol allows WaveOS to spontaneously send historical data to one or several
clients (WaveManager).

Telemetry data will be sent over TCP. Once WaveManager connects with an ACKSYS product
in Telemetry, WaveManager will watch out to receive data.

The big advantage compared to SNMP refresh is that WaveManager no longer sends a frame to
request data. The bandwidth will be less polluted by the communications frames.

Likewise, roaming monitoring no longer need to activate log server when telemetry is activated
and when the product supports Telemetry.

WaveManager replaces SNMP with Telemetry for association refresh:

v Receipt of RSSI data in case of client

v Receipt of the list of associated customers in case of AP

v Receipt of the list of mesh survey in case of mesh

v Receipt of roaming data in case of roaming client

v Receipt of GPS data in case of product equipped with a cellular card

Product conditions required:

v" Product OS: WaveOS

v" Minimum WaveOS version: 4.10.0.1
v" Reachable by SNMP

v" Reachable by TCP

In order to be compatible with all ACKSYS products on the market, WaveManager alternately
uses SNMP and Telemetry. This means that WaveManager refreshes products that do not
support Telemetry by SNMP and those support Telemetry by Telemetry.

There is no security encryption in Telemetry protocol. For security
reasons, SNMP V3 is recommended for security sensitive areas.
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1. Overview

The Telemetry service is disabled by default. By enabling the Telemetry service, WaveManager
will configure Telemetry (enable, configure the port and sending frequency) over SNMP to all
products that are reachable and support Telemetry, and then connect them with Telemetry
sockets. Also, WaveManager performs automatically Telemetry initialization for newly discovered
products.

1. Discover by SNMP

«

2. Configure Telemetry by SNMP R bt

\
. -.(o
|
i
|

3. Open the socket by Telemetry

Telemetry client - Telemetry server
4. Send Telemetry data

a

Telemetry settings can be found in the Telemetry section of "Settings/Data Collect". The settings
are applicable for all products in the WaveManager database. You can customize the activation
of the Telemetry service, the Telemetry server port, and the data transfer rate.

Telemetry
O Enable telemetry
Telemmetry port 8628
Data transfer every 5 acquisition(s)
Enable product telemetry settings

Delayed ¥ Setting time 02:00

You can also check Enable product telemetry settings: this will allow Wavemanager to send
the telemetry parameters to the products on line.
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14. CHARACTERISTICS

Hardware configuration

At least Windows 10

32- or 64-bit version (64-bit recommended)

NET Framework 4.5.2 at least

GB Memory (8 GB recommended)

Hard disk (512 GB recommended)

A network interface of at least 100 Mbps (1 Gbps recommended)

AN NN

Supported language
v" English Only

Protocols and ports

UDP
o Used by UDAP, SNMP and TFTP protocols - Port 17

SNMP
o Product monitoring
o Reading and writing a product configuration
o Ports 161 and 162

TFTP
o Downloading a firmware
o Reading and writing a configuration file

o Port69
ICMP
o Used to search for the product(s) within a given address range.
o Portl
Syslog
o Used to receive WaveOS logs from the product(s).
o Port514
Telemety
o Use to receive historical association data from the prod
o Port 8628
@)

15. WARNING

In some specific case, WaveManager .DLL files can be blocked by some by Antivirus software therefore
WaveManager server will not be reachable and will show below error. The network administrator needs to add an
exception to authorize .DLL files.

localhost/:1 Unknown error occurred while trying to verify integrity. :5000/_framework/Sys...y.Permissions.dll:1

Failed to load resource: the server responded with a status of 403 (Forbidden)
localhost/:1 Failed to find a valid digest in the 'integrity" attribute for resource

'http://localhost:5000/_framework/System.Security.Permissions.dll' with computed SHA-256 integrity
'+fCWBJj9A2NhnHCFifr9se8Wt2GVAalL eS4fkRxBpwFY=". The resource has been blocked.
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